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isec.tugraz.atMotivation for Oblivious Pseudorandom Functions

simple(r) primitive from asymmetric cryptography
gives rise to a number of cool constructions
cheap! ...pre-quantum

Pseudorandom Function

A pseudorandom function (PRF) [GGM84, GGM86] is a deterministic and
polynomial time function F : K ×X → Y such that there is no probabilistic
polynomial-time algorithm to distinguish any output y from a randomly chosen
element fromY .
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isec.tugraz.atDefinitions
Client

á
Server

y := Fk(x)
compute

input x ∈ X ,
gets y

key k ∈ K

Oblivious Pseudorandom Function

An oblivious pseudorandom function (OPRF) [FIPR05] is a protocol between two
parties. One party holds the secret key k and the other holds their secret input x.
The OPRF privately realizes the joint computation outputting Fk(x) for a PRF F to
the party holding x, and nothing to the party holding k.
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isec.tugraz.atAdditional Properties

Partial Obliviousness In a POPRF, the client submits a tag t in addition to the input
x and gets the evaluation y := Fk(t, x). t contains additional
information, e.g. a validity period.

Threshold Get a valid evaluation from a t-out-of-n servers.
Verifiability The client can ensure that a pre-commited server key k was used to

compute y = Fk(x).
VOPRF+POPRF=VPOPRF

Public Verifiability means we built a blind signature.
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isec.tugraz.atBlind-evaluate-unblind paradigm

1 The client hashes the input to the group, samples an invertible blinding
element, and blinds the hashed element that is then sent to the server.

2 The server then faithfully evaluates the element with the key and returns the
result.

3 The client unblinds the server result and has a PRF evaluation without having
to reveal the input.

Question: what could go wrong at each step?
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isec.tugraz.atPre-quantum Blind-evaluate-unblind: 2HashDH

Client Server (k)

1. Init: A := k · G

2. Query: Sample r B := H(x) + r · G

C− r · A C := k · B

= k · H(x) + rk · G− rk · G
= k · H(x)
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isec.tugraz.atHow would an ideal OPRF look like?

Security. ideally malicious security, i.e. a malicious adversary cannot learn
anything they shouldn’t (doesn’t imply detection). Semi-honest
adversaries follow the protocol but only follow passively.

Round-Optimality. A round is a period where all parties can exchange messages
simultaneously.
Round-optimality for non-interactive protocol (e.g. NIZK): single
round
interactive protocol: two rounds

Communication size. Elliptic curve OPRFs: 766 bits of communication.
Computational complexity. Maybe better than classical: e.g. Kyber768 takes

between a third to half of the computational time of ECDH Curve
25519.
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isec.tugraz.atAnything else?

Preprocessing. Repeated computations? Shift data-independent communication
and computation to a preprocessing phase. Fully online protocols:
online variant or perform the precomputation on the fly.

Trusted Setup. In addition to preprocessing, some OPRFs rely on a trusted setup.
But: trust is a hard problem in itself, and sometimes a trusted setup
just isn’t available (e.g. for CSIDH).
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isec.tugraz.atOPAQUE
Client (pwd) Server (k)

1. Registration: k′ = Fk(pwd) OPRF

Sample (pk, sk) pk, ct = Enck′(sk) Store (pk, ct)

2. Login: ct

k′ = Fk(pwd) OPRF

sk = Deck′(ct) AKE using sk

Question: Which properties are important?
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isec.tugraz.atOPAQUE: Properties

doesn’t reveal output
server still passively observes the success or failure of an authentication
attempt
OPRF must be secure against a malicious server
Verifiability?
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isec.tugraz.atPrivate Set Intersection (PSI)

OPRFs are useful for unbalanced sets, where one party, typically the server in
client-server protocols, has a significantly larger set than the other party.

Client (x1, . . . , xm) Server (y1, . . . , yn), k

{Fk(xi)}i∈[m]
OPRF

{zj = Fk(yi)}j∈[n]

Fk(xi) = zj. Otherwise Fk(yj) is pseudorandom.

Question: Which properties are important?
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isec.tugraz.atPSI: Properties

per-client keys may cause segmentation
semi-honest server may be realistic:

regulatory and reputational incentives [KRS+19]
inherent trust
government agencies identifying duplicate entries
anywhere where PSI is applied to limit the risk of data breaches
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isec.tugraz.atAnd more [CHL22]

oblivious keyword search
password-protected secret sharing
private information retrieval
cloud key management
de-duplication systems
secure pattern matching
untraceable contact tracing
. . .
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isec.tugraz.atPost-Quantum OPRFs today

Currently≈ 18 papers proposing
OPRFs
rely heavily on methods from MPC
and zero-knowledge
Plan:

1 scheme
2 trivial OPRF
3 specialized constructions
4 performance comparison

repeat four times
probably biased
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isec.tugraz.atA little help from MPC friends

Client Server

(2
1

)
-OT m0,m1

c

mc

Extend with symmetric operations!

17 Lena Heimberger



isec.tugraz.atA little help from MPC friends (cont.)

Client Server

(q
1

)
-OT

m0, . . . ,mq−1
c

mc
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isec.tugraz.atA little help from MPC friends (cont.)

Client Server

OLE
a, e←$ Zq

b

ab+ e

Vector variant
y = ab+ e
a, e, y ∈ Zn

q
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isec.tugraz.atGenerics: Evaluating AES, obliviously [FOO23]

Garble cipher circuit, evaluate with PQ-OT
≈ 7MB communication
what is missing?

malicious security
verifiablity
efficient PQ-OT
use MPC-friendly ciphers instead of AES

good baseline!
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isec.tugraz.at2HashDH, but make it Lattices [ADDS21]

Client Server (k)

1. Init: c := a · k + e0, a ∈ Zq[X]/(XN + 1)

2. Query:Sample short r cx := H(x) + a · r + ec

y := dx − c · r dx := cx · k + es = (H(x) + a · r + ec) · k + es

dx − c · r = H(x) · k + a · rk + ec · k + es − a · rk − e0 · r ≈ H(x) · k

Figure: Generic construction for 2HashDH OPRF from LWE [ADDS21]. Underlined variables
are short.

Question What do we have to prove?

22 Lena Heimberger



isec.tugraz.atHow could a malicious client attack when we forego ZK?

Is it safe to output cxk+ e for arbitrary cx? no, trapdoors!
Noise Leakage: the client learns eck+ es − e0rwhere they choose e0 and r
before rounding.
trivial attack:

Write a := (e,−r) and s := (k, e0)
Rewrite eck+ e0 − esr as as+ e1
This is essentially an instance of LWE without modular reduction! [BDE+18]
which is easy. 1

1This is a bit of a simplification because e1 is sampled fresh in each invocation so the attack
does not apply directly.23 Lena Heimberger



isec.tugraz.atClient Proof

The OPRF requires the client to prove in zero-knowledge that the initial message
cx := H(x) + ar+ ec is well-formed.
More concretely, the client has to prove that:

1 they know an x ∈ {0, 1}κ
2 r ∈ R is a small element with≪ r≪∞≤ σ

√
n

3 ec ∈ R1×ℓ where≪ ec ≪∞≤ σ
√
n

Question Which proof is most expensive? The first one. This is the main bottleneck
in lattice protocols.
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isec.tugraz.atModulus requirements for [ADDS21]

1 correctness requirements on the ring modulus
semihonest: 256-bit modulus and a ring dimension of 214, which sums to
about 2MB of communication (over 0.5 MB per ring element).
malicious secure correctness: 2048 bit modulus

2 Statistical Noise Drowning
Question What is the size of the error terms ec, es ?
have to be small in relation to q:
q

correctness of ≈
≫ es

hide k
≫ ec · k
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isec.tugraz.atReducing server noise [AG24]

avoid 1D-SIS assumption by adding output of random oracle to client input
remove superpolynomial dependency on the norm of additive terms using
Rényi Noise Drownings
Impact on game-based proof: search instead of a distinguishing game
bound on number of queries
a few other tricks: Labrador for proofs.
[ADDS21]≈ 128 GB per evaluation using [YAZ+19]
[AG24]:≈ 538 kB per evaluation using [BS23]

26 Lena Heimberger



isec.tugraz.atFurther size reductions in Leopard [ESTX24]

Computational Assumption≪ e′ ≪≥ poly(λ)
√
Q≪ ek − e′′r≪ [ESTX24]

new assumption iMLWE-RU-R+MLWE+MSIS
222 kB [AG24] to 159 kB online
316 kB [AG24] to 20 kB preprocessing
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isec.tugraz.atPool OPRF [DDT25]

binary LWR: ⌊H(x)T · k⌉p, H : {0, 1}∗ 7→ Zn
q, k ∈ {0, 1}n

12 kB, round-optimal, semi-honest
same problem with proving the hash, new assumption
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isec.tugraz.atNaor-Reingold PRF [NR04]

The Naor-Reingold PRF [NR04] that generically builds a PRF from an Abelian
group action ∗.
To compute the PRF overm input bits, we samplem+ 1 group elements
[g0, g1, . . . , gm].
Start with group action with g0

For every following group element, the group action is performed when the ith
bit of the input is set.

Example (Naor-Reingold with seven input bits)

For example, for 0110111 we would compute the group action
g0 ∗ g2 ∗ g3 ∗ g5 ∗ g6 ∗ g7.
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isec.tugraz.atPRF from rounded Subset-Product over Rings

2014: SPRING [BBL+15], an LWR-style PRF with small modulus
focus in SPRING-BCH: q = 257, rounding bias reduction using extended BCH
code [128, 64, 22]
Oblivious evaluation: 304 bytes/ 11µs client, 22 kB/227 µs server

FK(c1, · · · , cm) = S

(
k0

m∏
i=1

kcii

)
FK(c1, · · · , cm) = S

(
iNTT

(
k0 ·

m∏
i=1

kcii

))
FK(c1, · · · , cm) = S

(
iNTT

(
lookup

(
k0 +

m∑
i=1

ciki

)))
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isec.tugraz.atlattice-ish OPRF overview

Construction rounds malicious secure comms preprocessing
[ADDS21] 2 p 2MB /
[ADDS21] 2 ✓ 128 kB /

[AG24] 2 ✓ 222 kB 316 kB (26 queries)
[ESTX24] 2 ✓ 159 kB 20 kB
[DDT25] 2 p 12 kB 1.5 MB (amortizable)

[HKL+25] 6 p 23 kB 793 kB (amortizable)
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isec.tugraz.at2HashDH from SIDH [Bas24]

repairs 2HashDH
construction [BKW20] from SIDH
isogenies
No MPC!
malicious security
round-optimal
8.7 MB comms

1-
E

E/A E/B

E/AB

ϕ

ψ

ψ

ϕ
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isec.tugraz.atCSIDH in one slide

random walk on commutative graph
node: curve with Montgomery
coefficient
private key describes number of
steps and orientation
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isec.tugraz.atNaor-Reingold OPRF from CSIDH

blind key and reduce via relational lattice [HHM+24, DP24]
CSIDH OT needs trusted setup
→ doesn’t exist for CSIDH
Explicit consecutive evaluation: OPUS [HHM+24], no trusted setup, no class
group structure

protocol rounds comm. cost isog. comp. model (C-S)

NR-OT 2 2σ · γ + 2γ2 + σ 5γ + 2 -
NR-OT 4 5σ · γ + 5γ2 + σ 11γ + 2 -
OPUS 2γ + 2 3σ · γ + 2σ 3γ + 3 -
[DP24] 2 (λ+ 5)γ + 2λ 4λ+ 2 -

γ input bits, ρ CSIDH modulus
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isec.tugraz.at

Definition (Legendre Symbol)

An integer a is a quadratic residue mod p if the equation x2 ≡ a mod p is
solvable and gcd(a, p) = 1. The Legendre symbol for some integer a and an odd
prime p is

(
a
p

)
=


1 if a is a quadratic residue mod p
−1 if a is a quadratic non-residue mod p
0 if a ≡ 0 mod p
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isec.tugraz.atLegendre PRF

Definition (Legendre PRF [Dam90])

Fk(x) := (k + x)
p−1

2

x = −k: Fk(x) = 0, distinguisher in OPRF setting

Definition (Sequential Legendre PRF)

{a}K :=
(
K
p

)
,

(
K + 1
p

)
, . . . ,

(
K + a− 1

p

)
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isec.tugraz.atA straightforward Legendre OPRF [SHB23]

oblivious evaluation using a trusted third party for
Beaver triples to multiply additively shared values
perfect square s2 for shared Legendre symbol computation

≈ 13kB online, expensive preprocessing
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isec.tugraz.atExplicit distributed construction [KCM25]

replicated secret sharing for fast online multiplications (semihonest variant)
avoids zero-knowledge proofs, but requires checks in precomputation
doubly replicated secret sharing for malicious security: not round-optimal
concrete performance depends on number of corrupted servers
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isec.tugraz.atFrame, then build: 2HashDH UC Framework [BDFH25]
sequential Legendre PRF well-proven in UC
general idea: use perfect square a2 to mask K + h+ l′i since

(
a·b
p

)
=
(
a
p

)(
b
p

)
server samples random vector a and defines

u = {(K + l′i)a
2
i }i∈[ℓeval] and v = {a2

i }i∈[ℓeval]

VOLE computes

o := u+ h ∗ v = {(K + h+ l′i)a
2
i }i∈[ℓeval]

user receives oi = (K + h+ l′i)a2 and can compute(
oi
p

)
=

(
(K + h+ l′i)a2

i

p

)
=

(
K + h+ l′i

p

)
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isec.tugraz.atGold OPRF [YBH+25]

Power Residue PRF: Generalization of Legendre PRF (k + x)g mod p,
p = 2λ · g+ 1 ∈ P to get≈ O(λ) output instead of a single bit.
for PQ security, p needs to be> 384 bits
VOLE correlations to compute PRF obliviously
three variants:

2PC-Gold (reverse DLOG): (k + x)g, k, x are private
O-Gold: more 2HashDH-style H2(x,Goldk(H1(x)))
performance similar to 2PC-Gold
UC gold: UC provable, removes edge case of x = −k

three rounds of communication

43 Lena Heimberger



isec.tugraz.atLegendre OPRF overview

Construction rounds malicious secure comms preprocessing
[KCM25] 2 p 144 kB 432 kB

[BDFH25] 9 ✓ 356 kB 392 kB
[YBH+25] 3 ✓ 970 kB (1.9 kB) -
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isec.tugraz.atAlternating Moduli PRF

linear functions over different moduli (2 and 3)
B ∈ Zt×m

3 is public, K ∈ Zm×n
2 is secret, x ∈ Zn

2 is the input, y ∈ Zn
3 is the output

Core idea: use linear maps as high degree functions (i.e. map over Z2 is a high
degree function over Z3 and vice versa)

1 compute non-compressive (secret) linear mapw = K× x
2 reinterpreted over Z3
3 compute compressive public linear map over Z3 by computing B×w = y

weak PRF: only uniformly random inputs are allowed
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isec.tugraz.at[DGH+21]

new alternating-moduli PRFs, friendly for OT correlations
semi-honest, round-optimal construction
limited usage recommended (≈ 240 evaluations)
(V)OLE for oblivious evaluation
preprocessing for conversion between rings mod 2 to mod 3
subset-sum symmetric hardness
performs better in preprocessing/communication/computation because of
efficient modulus conversion gates instead of generic OT
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isec.tugraz.at[ADDG24]

use torus FHE for malicious security
wPRF is MPC and FHE friendly!
no preprocessing
not verifiable [CJ25]
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isec.tugraz.at[APRR24]

point-wise alternating moduli PRFs
small signatures, 3/4 constructions broken [SW25]
reverse many-to-one construction:
setup +≈ 130 bytes comms
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isec.tugraz.atalternating moduli OPRF overview

Construction rounds malicious secure comms preprocessing
[DGH+21] 2 p 80 bytes 200 bytes
[ADDG24] 2 ✓ 160 kB 2.5 MB
[APRR24] 2 p ≈ 130 bytes 5 bytes(amort.)
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isec.tugraz.atConclusion

OPRFs vs. blind signatures?
Find better algebra?
design oblivious-evaluation friendly PRFs
better MPC techniques + MPC-friendly symmetric primitives (e.g. random OT
from lattices)
lift semi-honest constructions to malicious constructions
We still don’t have a great, general-purpose construction! But we have good
amortizable PRFs.
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